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Introduction

Note: This Manual contains privileged information and it is recommended that all care be taken to ensure that this
manual is kept in a safe location.

Introduction

This Manual is intended to be used as a customised guide only and should be used in conjunction with the accompanied
Insight Management User Manual. It is assumed that anybody operating the Domain Assisi Centre Access Control PC is
familiar with the operation and use of the Microsoft Windows XP operating system.

System Description

The Domain Assisi Centre system has been built using the latest Inner Range Concept Access Control system. The
Concept System is a powerful integrated intrusion and access control management system. At the heart of the system is
the Concept 4000 Controller that talks directly with the Management Suite installed on the Access Control PC.



Comtel Technologies

Hardware Operation

Access Control System

The Domain Assisi Centre Access Control system has been designed to control access throughout the building by use of
electronic access control equipment on select doors. Below is an operational guide for all hardware fitted to the Domain
Assisi Centre Site..

Using a Prox Reader

To gain access through an access controlled door fitted with a Prox Reader, a user simply has to badge a valid card.

Using a Pin Pad

To gain access through an access controlled door fitted with a Pin Pad, a user simply has to enter a valid pin followed by
the ‘# key.

REX (Request to Exit)

To facilitate exiting, some doors are fitted with a REX Button. To exit through one of these doors a user simply has to
momentarily hold the REX Button.

Perimeter Doors

Various Perimeter Doors throughout the building have been fitted with a security Reed Switch. When the night time
schedule becomes valid, all Perimeter Doors when opened will trigger an Alarm to all relevant DECT Phones.
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Software Getting Started

Equipment Details

The Assisi Centre PC is located in the Communications room. This PC has been preloaded with Windows XP and the
latest Inner Range Management Suite Software V5; both are licensed for this PC only and cannot be reloaded to another
PC. The PC links the operator directly with the Concept System also located in the comms room and allows any
privileged operator to make real time changes to the access control system.

Logging in to Windows

Please enter your username and password (if any) for your Windows Machine.

Logging in to Inner Range Insight for System Editing.

By default your system is set to automatically start the Insight Launcher when your PC starts.

1. Simply click on the Insight Launcher from the task bar. Once started you will be prompted with a selection of

choices. /

@l& i BB 437 PM

2. For editing please select ‘Insight Edit'.

Select Insight Edit when making any changes to the system.

3. You will be prompted for a username and password as per below.

Logon
Logon
ﬁ} Enter vour operator name and password to log on,
-1

| ! COperator: i admin

Server: | 127.0.0.1 _! Part: | 751

Log On | Cancel ]
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Connecting

Note: This tutorial is only to be used if the Concept System has stopped communicating with the PC.

Your PC talks directly with the Concept Controller using a TCP/IP LAN connection. This PC has been setup to
automatically connect to the Controller and stay connected. Therefore the below is to be used only when the controller
and PC have lost their connection.

When you have successfully logged into the Insight Software you will need to initialize a connection to the controller if not
already connected. To do this:

1. Highlight and right click ‘Domain Assisi Centre’ located in the left window pane.
2. Highlight Connect.

3. Highlight Serial and click to start the connection.

[# Insight Edit - ADMIN - 127.0.0.1 ya BEx

Fle Edt View Launch Reports Help

o

Tnsight Professional by Tnner Rangs 5. 1.0 (12437) - Click For Imporkant Information

= ; 3 i ®
[e2]> (4 PR T
- o/ | paneh |
I -
= 5 oefauk ste |||t [t 80| w|e|e|o|s| & e/s|e
- —— —
5 Acress Control ! ¥ [-l n
5 @ Comnestins w T
- Hardware Up tLlevel Access Control Communica. Hardware Touch User
V&) Touch Templates Templates  Management.
=8} User Management
SA‘ User Types
£ Users
£ [——
rowser | Control | Status

|0 Alarmis) [ 0 Panel(s) online 5 Ttems, I Wom | sorem

m’"\ { nsight Launch Pad n W Insight: Lagin.bmp - P, /" Insight Edit - ADMIN =, GO BB wozem

Note: Your PC should stay connected indefinitely to the Concept Controller therefore you do not need to disconnect.
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Making Changes

The Assisi Centre System has been designed to control access through the building and create a safe zone between
staff and public areas. The system has been pre-programmed to support these functions however it is expected that
from time to time an operator may need to make some changes to the system the following tutorials should guide you
through this.

Time Zones

To modify a Time Zone:
1. From the Left Menu Expand Timing.

2. Select and click Time Zones.

3. Select a Time Zone to modify e.g. Operating Hours

4. Enter the Start Time, Stop Time and Select the days you wish this Time Zone to be active.

5. Save your Settings.

A
[« = il gmulir
= — of x| /| Panel Item; Tims Zones (s . I
e e e Sy ErRFFRR o
S — .
=8 Access Cantrol QT €L i h ( J 3 5 8 % g
b & freas a \9 \9 \g) ‘-9 Q ‘m@? T E L MS Rw;,} sw
H2% Groups Upilevel  MextDlank ~OPERATING WEEKEND  DAYNGHT  NMIGHTTIME TESTREPORT  TZ00& Tzo07 Tz008 Tz008 TZ010 TZ011 TZ012
g Lists HOLRS HOURS
= Site Codes - @ £ e - Jime Zene Edit: T2001 DPERATING HOURS [ . = \ e
=145 Timing e S o E g - B -
o Jeies :zﬁ; 72.24 TZ;S ZET& :2?1'7 = ﬁ N Bk (865 t| T?;ZS TZ026
P Holidsy g E lOPERATING HOLRS = P D 1]
&) Time Zones
#-af Commurications . 21 it . ‘| Proneties |Semngsj Audt | T i
[ rerduare bl W By By ww & L
J Touich Templates Tz027 TZ0z8 T7028 TZ030 Tz031 e 12039 TZ040
i‘" User Managemer:
Name: [OPERATING HOURS
o T oy 21 A [FPERATNG FOOFG. 2T
St ‘%g:f o ﬁ_’w; %‘.’Q; MName In Panet 3 1_.,?;
TZ041 TZ042 TZ043 TZ044 2045 ] 2053 TZ054
start) [stop) SMTWTFSH
%x o e £Ty w:;? TstPeiod [ggap = To [z = MWVENMEWW
i L - T L . ndPaind fogo0 = Te Jopn = [ CCCrrr
Tz055 TZ056 2057 Tz058 Tz059 : =
adPeind [pgag = Te 1_00 ) A
dhPeriod [ppon —  To [onoo | ST A1 g 0
Right click time contol to put inta ignore state
Notes
valid D530 - 1730 smtwifs
<l e
Brawser | Corkrol | Stabus
Launch the Insight Operators madule. |40 larmis) W 0 Parel(s) oniine 64 ibems (0 hiddenFikerad?, WO [ [oe M
: 7§ msightLanchpad | Y mnsioht Comnerting 2., [ A Y : ’ : @'& {j LR 40spm

Note: The H stands for Holiday and selecting this option will mean that this Time Zone is valid on any programmed
Holiday.
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Adding Users

A User is a physical person programmed into the system. Users have access to areas and doors to facilitate their
employment duties and these are controlled via their ‘User Type’. From time to time it is expected that a user may need

to be added to the system.

To add a user:

1. From the left menu expand Access Menu.

2. Select and click Users.

3. Navigate down the list of users and select a greyed out (new un-programmed user) icon.

4. Enter all relevant details under User Details remembering to assign a User Type.

5. If the User requires a prox card you
number undey Card Number.

6. Save your settings.

]

ill need to select Site Code as Card Type and enter the new prox card

\
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Deleting Users

Further to adding a user, from time to time it is expected that a user may need to be deleted.
To delete a user:

1. From the left menu expand Access Menu.

2. SeITct and click Users.

3. Navijgate down the list of users and select the user you wish to delete.

4. Select the Trash Can Icon and click to reset the user Data; this will delete all fields for this user.

5. Save your settings.

B %)
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tEs (@00 2muB|iR

SN\
ol (e \User Edit: 0005 FAMILY CODE 1 [ st —
j * M ® oo g I 5 -
= e e =] et I-J HEET® & |#4f: T|% [ B M4 Famwycooer <[ 00 M ®
General | Detaii | Fob | dudit | Ta]
Access Contral wm & fe
o Communications W Title:| Mr x| Gender [Male = |
& Hardware Upilevel  MextBlank  INSTALLER = _
E Touch Templafes Fist e} [FAMILY CODE
-8} User Managerent Sumame:|1
-ﬂ;userTypV gﬁg ?\ % — -
Users Gubh kit Wk Wo Phota Avalable Mame In Panel [ 2010 C00E | A3y
i
L0013, Loaots o000t Bithdate:|12/30/1893  ~ .
Permissions
@‘ ﬁ i Company.
Gt o, s User Type: [FAMILY TBH (UT004] = _|
uoonz7 uonozs uonoza Departrent Eiafrea [None | _I
&I!I 2} Business Emal Extra Dioor |11 =
2 - s Hiceess Credentials Extra Daor List, 110 =)
ulld £ 3 b
U004t unno42 00043 User PIN Generate...
~ - s CadType: [Giafode =] lssus Hurbes [0 =) I~ Mo Message Ack. I~ Disarm Estra Ares
2 & I~ User is Duress Code I~ HoGresting
e ki il I Default List Operation
U000ss un00ss Looos? ) 12345678
Card Number: |5 Swipe. Rark /Tenancy: 1T
# ™ &l A : Expity
i LY Gakd - - .
U0a0ss w0070 Lo0a71 Notes EwpiyDate: [0 = /[Disstle =] ¢ [Diosble +
Expiry Time: |00 _,:?' : oo _,::' Right Click spin ot to ignors
o] s
} j L5 Expired User Type: [N | .
b ok s Ihore =2
Uoooss uooos4 uoooss Primary User thpe: |N0ne
<] I )

Ready

|40 larmis) | O Panel(s) oniine (25076 items (0 hiddenFitered),
m"} i Insight Launch Pad

WO [

@& i L EB 410Pm

ﬂ' W Insioht Changes Time...

o Insight Edit - ADMIN -1,

10



Comtel Technologies

Reports using Insight Review

It is expected that from time to time you may wish to produce reports. The Inner range Review utility is a powerful tool
allowing full and filtered reports to be produced. Please understand that report needs differ from site to site therefore the

following tutorial is to be used as a guide only.

Logging in to Inner Range Insight Review for Reports.

By default your system is set to automatically start the Insight Launcher when your PC starts.

1. Simply click on the Insight Launcher from the task bar. Once started you will be prompted with a selection of

choices.

/

@l& i L B8 aE7em

2. For editing please select ‘Insight Review'.

Select Insight REVIEW for Report Building

3. You will be prompted for a username and password as per below.

o

4

=
Ii‘
I.j_.-

Logon

Enter wour operator name and password to log on,

Cperatar: i adrin

Password: ; |

Server: [127.00.1 | ot [751

Log Cn |

Cancel !
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Using Insight Review

To use Review:

1. Using the Dropdown boxes select the Time Period for which you would like the report to be based e.g. Last 24
Hours.

2. Using the ‘Thing Filter’ select the appropriate dropdowns for your review. In this example we are Selecting
‘User’ — ‘is’ — ‘ADMIN’. This way we can review any activities that User ‘ADMIN’ may have performed in the last
24 Hours'.

3. Hit'GO'.

4. Wait for the report to finish and then simply use the scroll bar to locate your event. In this example we can see
that User@0008 was modified by ADMIN using this PC.

[ tnsight Review - ADMIN - 127.0.0.1 \
Fle Edt Launch View Reports Window Help

BE) %

Tnsight Professional J,«'Inna* Rangs %S 1,0 (12437) - Click For Important Information

IV CER R F L ThA0 |
A ] e =
|

= % Defauk Ste Heie 3 R E:j:r:rt:’lnggers & Responses
e —————— iew Period: | Current | [add Fiker | = Review
E Period: [m 'T::“m ryE3E -] ReviewStack
Jand  ~| Thing: [uicer i = || apmmn | NEIE

Source | Date | Tme | # | Detais

Tnsight  8/16/20114:05:26FM 35 ADMIN logging on bo localhost (127.0,0.1) in Insight Edt
Insight  8/16/20114:05:52FM 33 ADMIN logged off from localhost (127.0,0.1) in Insight Edt
Tnsight  8/16/20114:06:54FM 40 ADMIN logging on o locathost (127.0,0, 1) in Insight Edt
Insight  8/16/20114:03:08FM 41 The Time Zone 'OPERATING HOURS' (TZ001) under the pans| UGS «/; modifisd by AD!
Insight  8/16/20114:13:04FM 42 ADMIN logged off from localhost (127.8,0.1) in Insight Edit

Insight  8/16/20114:13:14FM 43 ADMIM logaing on b localhost (127.0.0.1) in Insight Review

Insight  8/16/20114:22:03FM 44 The filer stack Review! wis added by ADMIN on localhost (127.0.0.1) in Insiaht Review

Insight  8/16{20114:24:52FM 45 ADMIN logging on bo localhost (127.0.0.1) in Insight Edt

Insight  8/16/20114:24:52FM 46 ADMIN logged off from localhost (127,0,0.1) in Insight Edt

Tnsight  8/16/20114:24:53FM 47 ADMIN logging on to locathost (127.0.0. 1) in Insight Edt

Insight  8/16{20114:24:53FM 45 ADMIN Iogged off from localhost (127,0,0.1) in Insight Edit

Tnsight  8/16/20114:25:05FM 49 ADMIN logging on bo locathost (127.0,0.1) in Insight Edt

Tnsight M UserType Changs: ‘UD000 (LOO0S)

Insight  B/16/2011 4:3040PM 52 The Fller stack ReviewStack' was added by ADMIN on localhost (127.0.0.1) in Tnsioht Review

[<.] I | 3]

srawser | Corkrol | Stabs

Launch the Insight Licence Manager module, |40 plarmis) | 0 Panelis) orline (CAP UM |

m’" { nsioht Launch Pad R H W Insight: Adding Cards..., Insight r/’lr\slght Edt- AL -, | {;ﬁ& i LER +33Em

Things to Note:

By substituting our example user of ADMIN for any user in the system, Review will allow you to trace any and all
activities (inc' Door Access) performed by that user in the system.

Remember that only Cards and Pin Numbers issued on an individual basis can be used to track a person’s activities in
the system.

12
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Saving Reports

To use Save Reports:

1. As with all Windows Programs simply navigate to File and hit Save As.

2. Type the Filename you wish to use.

3. Hit Save.

By defaul

r report will be stored under the My Documents folder.

|4 Amg § BRe:-BmE B i

ol I

| 'Save As

My Recent
[rocuments

&

Desktap

@ iv

My Camputer

ty Network
Places

Gﬂ

Save in: Ilﬂ ty Documents

4

2

My Documents

IC)50L Server Management Studio Express

| ADrm

|

|2011 0816163436 RiavienTast bt

| Test Files [ txt]

(" Selected Entries % All Entries

to localhost (127.0.0.1) in Insight Edit
F from locahost (127.0.0.1) in Insight Edit

to localhost (127.0.0.1) in Insight Edit
PERATIMG HOURS' (TZ001) undet the pane| i /5= modified by AD"
F from localhost (127.0.0.1) in Insight Edit

to localhost (127,0.0.1) in Insight Review
eview' was added by ADMIN on localhost {127,0.0.1) in Insight Review

to localhost {127.0.0.1) in Insight Edit
F from localhost {127.0.0.1) in Insight Edit

ta localhost (127.0.0.1) in Insight Edit
F fram localhost {127.0.0,1) in Insight Edit

ta localhost {127,0.0.1) in Insight Edit
fd Care Noble Park! UserType Change: 'U0000S' {U0000S) changed Fram Mone' {(Mone) to "STAFF
 (UD000E) under the pane! ARSI .= modfied by ADMIN on localhost
eviewStack! was added by ADMIN an localhost {127.0.0. 17 in Insight Review

&

[l

15 4
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Printing Reports

Once you have saved a report, you may wish to copy and/or print your report. Those familiar with the Windows XP
Operating System should have no problem in locating and copying the file to a portable USB Stick etc. The below can
be used in part to help with this.

Note: A printer and relevant software will need to be setup for the below.
To Print your Report:
1. Using the Windows Taskbar navigate to the ‘My Documents’ folder.
2. Find and Double Click on the relevant report.
3.  Windows Notepad will open (or default .txt viewer).
4. Click ‘File’ and navigate to ‘Print’.

5. Click ‘Print’ and follow the prompts.

= L () Segeh L Friders | [l ==l Bl xl
) 20110816 163436 ReviewText.tx! - Notepad M= =
File Edit Format View Help

Ins1ght B/16/2011 4:05:28 PM 38 ADMIN '\ngg-\ng on to localhost (127.0.0.1) in Ins'\ght Edit

Insight 8/16/2011 4:05:52 PM 34 ApMIN logged off from Tocalhost (127 0.0,13 in Insight edit

Insight 8/16/2011 4:06:54 PM 40 ADMIN Togging on to localhost (127.0.0.1) in Insight Edit

Insight 8/16/2011 4:09:08 PM 41 The Time Zone 'OPERATING HOURS' (TZ0OL) under the panel ' was modified by ADMIN on locz
Insight 8/16/2011 4:19:04 PM 42 ADMIM logged off from Tocalhest (127.0.0.13 in Insight Edit

Insight 8/16/2011 4:19:14 PM 43 ADMIN logging on to 'ID(a'\hDst (127.0.0.1) in Insight_ review

Insight 8/16/2011 4:22:03 PM a4 The filter stack 'review' was added by ADMIN on Jocalhost (127.0.0.1) in Insight Review

Insight B/16/20011 4:24:52 PW 45 ADMIN logging on to localhost (127.0.0.1) in Insight Edit

Insight 8/16/2011 4:24:52 PM 46 ADMIN logged off from Tocalhost (127.0.0. 1) in Insight edit

Insight 8/16/2011 4:24:50 pm 47 apmIn logging on to Tocalhost (127.0.0.10 in Insight edit

Insight 8/16/2011 4:24:59 PM 48 ADMIN logged off from localhost (127.0.0.1) in Ins'lght EdiT

Insight 8/16/2011 4:25:08 PM 44 ADMIN '\og ing on to localhost (127.0.0.1) in Insight Ed'lt

Insight 8/16/2011 4:25:45 PM 50 Panel Umtwng Aged care Moble Park’ UserType Change: 'U00008' (U00008) changed from ‘Wone' (Wone) to 'STAFF WITH ME
Insight B/16/2001 4:25:45 PM 51 The User '0U0000S" (U0DUOS) under the panel * _was modjfied by ADMIN on Jocalhost (127.0.
Insight 8/16/2011 4:30:40 PM 52 The filter stack 'Reviewstack' was added by ADMIN on localhost (127.0.0. 1) in Insight Review

[l T B

[72) [———

srawser | Corkrol | Stabs
Ready |40 Alarmis)
m‘"\ { nsight Launch Pad n W Insioht: Generating R " & Insight Review - ADHY, ., " A Insight Edit ~ ADMIN -.., H () My Documents

0Panelishorline | Iu |
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